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ACQUIRE TRANSACTION DATA 
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GENERATE A DIGITAL SIGNATURE 
BASED ON THE TRANSACTION DATA 



VERIFY THE DIGITAL SIGNATURE 
" TO THEREBY APPROVE THE TRANSACTION 
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FIG. 4A 
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CARD HOLDER OBTAINS 
TRANSACTION AMOUNT 
TO BE SETTLED FROM A MERCHANT 



TRANSACTION 
AMOUNT 




I 



425 



430 



435 



440 



CARDHOLDER GENERATES 
A DIGITAL SIGNATURE BASED ON 
THE TRANSACTION AMOUNT AND 
A REFERENCE NUMBER 



CARDHOLDER PRESENTS THE 
GENERATED SIGNATURE ALONG WITH 
THE CARD TO THE MERCHANT 
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MERCHANT PERFORMS A STANDARD 
REQUEST FOR APPROVAL OPRATION 
BY INCLUDING THE PRESENTED DIGTAL 
SIGNATURE OF THE CARDHOLDER 
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CARD ISSUER VERIFIES THE 
TRANSACTION BASED ON THE 
PRESENTED DIGITAL SIGNATURE 
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MERCHANT RETURNS THE CARD TO 
THE CARDHOLDER AT THE SAME TIME 

PRESENTS THE TRANSACTION SLIP, 
UPON APPROVAL, WITHOUT THE NEED 
FOR THE CARDHOLDER TO MANUALLY 
SIGN THE TRANSACTION SLIP 
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card no: 1234 5678 9012 3456 
card issuer: any bank 
card type: any card 
ref no: 7788 



enter transaction amount: 



signature: 
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FIG. 5B 



card no: 1234 5678 9012 3456 
card issuer: any bank 
card type: any card 
ref no: 7788 



enter transaction amount: 
usd: 700.00 



signature: 77882719 
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(conventional request data) + 77882719 
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FIG. 5D 
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merchant name: good restaurant 

terminal id: 12345678 

merchant no: 123456789012 

card type: any card 

card no: 1234 5678 9012 3456 

cardholder name: any name 

expire date: 05/01 

tran type: sale 

batch no: 123456 

trace no: 345678 

date/time: 29dec03 19:00 

ref no: 000123456789 

app code: 567890 

total usd. 700.00 

cardholder 

signature : 77882719 
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FIG. 6 
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GENERATE SIGN4, BASED ON 
AMT AND REFN04 
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COMBINE SIGN4 AND 
REFN04, BASED ON CCODE, 
RESULTING IN 
SIGN8 
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DE-COMBINE SIGNS, BASED 
ON CCODE, TO SEPARATE 
SIGN4 AND REFN04 
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VERIFY SIGN4, BASED ON 
AMT AND REFN04 
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FIG 7A SIGN4 = ABCD, represented by numeral 1 

REFN04 = 8519, represented by numeral 2 
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11112222 
22221111 
11221122 
12221211 
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ABCD8519 
8519ABCD 
AB85CD19 
A851B9CD 
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FIG. 7B SIGN4 = ABCD, where A,B,C,D are 

indexed by 1,2,3,4 respectively 
RE FN 04 = 8519 , where 8,5,1,9 are 

indexed by 5,6,7,8 respectively 
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12345678 
56781234 
87654321 
12563478 
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ABCD8519 
8519ABCD 
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AB85CD19 
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